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CONFIDENTIALITY STATEME

The information contained in this document is strictly confidential and proprietary, belongs to
Authentix, Inc. and is not in the public domain. Any recipient of this document shall not copy,
forward, disclose, divulge or otherwise directly or indirectly, share this document or the information
or material contained herein without the prior written consent of Authentix, Inc. All copyrights,
trademarks, patents and other rights in connection herewith are expressly reserved to Authentix,
Inc. and no license is created hereby.
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Types of Users

There are two identified users of ATX application. They have different workflows as described
below.

The Greek economic operators who have their facilities operating in Greece and they import their
tobacco products in Greece markets. The flow of their user registration will have following steps.

Step 1
Getting registered from GSIS LDAP.

Step 2

Greek economic operator will have to generate request for EOID generation first in order to create
his facilities and machines that are located in Greece. As described in user registration module
above, as soon as they get their login credentials from LDAP GSIS, Greek economic operators
can generate their facilities and machines identifiers requests. And they can also place orders for
unit packet and aggregated level unigue identifiers.

There are three types of Economic Operators:

EOs with Greek VAT number

These EOs are or can be registered in GSIS LDAP and are identified in tax registry with Greek
VAT number (AFM).

These EOs include:

. Greek Manufacturers / Importers / Wholesalers / Distributors
. Greek first retail outlets
. May include other Greek EOs involved in the supply chain e.g. transport companies, tax

warehouses, etc.

Any EU economic operators who operate their facilities in their respective EU country and they
already have their EOID generated for them by their respective ID Issuer. For example, a French
economic operator operates his facilities in France. And he wants to ship products to Greece. He
will follow the below described business flow in order to be able to ship his products to Greece
market.

Step 1
Getting registered from GSIS LDAP.

Step 2

No EOID generation request required in this case. This type of user can simply enter his EOID
provided by his respective ID Issuer in order to place unit and aggregated level packet unique
identifiers orders. This user cannot create his facilities and machines. However, while placing
orders unigue identifiers, this user will have to write FIDs and MIDs since this ATX system does
not necessarily have the record of facilities and machines that are registered to other ID Issuer.
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User Account Creation

Step 1: Login into GSIS Application

1. The EO user logs into the GSIS app using its credentials in GSIS LDAP. GSIS app loads
from LDAP/customs/tax registry the following information.

a. Greek VAT number (AFM) or EORI number respectively
b. Surname, Name, Fathers Name for individuals

c. Company appellation for non-individuals

d. Address

e. E-mail

2. GSIS app consumes an API call to the ID Issuer application app passing all the above
information and requesting the creation of a user in the ID Issuer application.

3. The ID Issuer app creates the user. The ID Issuer app will use email address as user-id of
the Economic Operator.

4. The ID Issuer app sends back responses response to GSIS app, the response includes
user-id (email address) and status flag indicating if the user was successfully created in the
ID Issuer app.

User Manual AUTHENTIX CONFIDENTIAL Page 7
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User Profile Information

Authentix

™

e

Authentix
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Step 2: Reset Password

1. The ID Issuer app sends an activation link to the user’s email address.
2. The user clicks the activation link to activate its account.

3. The ID Issuer app asks user to choose a new password for its account in the ID Issuer app.

C A Netsecure | Butechioginco -~ % @@ T @ il

- =

E® a3y O
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G A Notsecure | Wi o e @ -

Step 3: Log into ID Issuer application using new password

1. The user logs into the ID Issuer app.
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Please make a selection about Economic Operator ID

@ Create a new EO Identifier Code

O Use EO Identifier Code issued by another ID Issuer

After clicking on DONE button the system will ask the above question. “Create a new EO identifier
code” will be selected when the EO has its facilities operating in Greece for which EOID needs to
be created. And the other option will be used when EO has his facilities operating in any other EU
country and already has EOID registered in its respective country.

If first option is selected the system will show the following screen upon the click on PROCEED
button. The further explanation is given under step 4.
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Complete Your Request for Economic Operator Identifier

Registration Management Module

Step 4: Request Economic operator registration

Step 4 is the “Request for an economic operator identifier code” in the tobacco traceability system
as defined in the Article 14 of 2018/574. Economic operators and operators of first retail outlets will
apply for identifier code if they operate at least one facility in Greece or Cyprus. Importers shall
apply for an identifier code if they place their products in Greece or Cyprus. For operators of first
retail outlets the obligation to apply for an economic operator identifier code may also be
discharged by any other registered economic operator.

Other EU countries economic operators which intend to place their tobacco products in Greece or
Cyprus markets, but don’t operate any facility in Greece or Cyprus don’t need economic operator
identifier code from the GSIS ID Issuer system.

Greece and Cyprus Economic operators will complete following steps to submit request for an
economic operator identifier code.
1. The ID Issuer app will display a form to submit request for an economic operator identifier
code with following data fields.
a. EO Name (for individuals, this field will be set to “Surname, FirstName”, for non-
individuals, this field will be set to Company Appellation).
Alternate Name (optional)
Address
Country of Registration (Greece or Cyprus only).
Email Address
VAT Number (Case A)
EORI Number (Case B)
Individual Registration Number (for individuals) and Tax number (for non-
individuals) (Case C)
i. Excise Number (optional)
j-  Other EO-ID (importers can provide EO-IDs issued by other member states).

S@mPpao T

2. The user will fill the form and submits requests for EO-ID.
3. The ID Issuer app generates EO-ID and EO-Code and emails it to the email address
specified in the request form.
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The new economic operator is added in the registry data of ID Issuer app.

The ID Issuer app submits registry data to the secondary repository via Router.
The EO can now request identifier codes for facilities and machines.

The EO can also submit requests for unique identifiers.

Fill up the Economic Operator registration request form and click DONE.

No ok

Complete Your Request For Economic Operator Identifier

Complete Your Request For Economic Operator Identifier

€ BACK w CONFIRM

User will land on the dashboard screen.
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If economic operator has been successfully registered, he will login using the new password and
will land on the dashboard.

C A Notssire | Brbech - @@ @
53 e anaoesens ueGriEGR178220 3 )

s m

hame /

e

Following functions can be performed on this screen:

e Economic operator can manage his account.

e Economic operator can view facilities, machines and retail operators. Can click on VIEW
ALL to view the complete list.

e Economic operator can navigate to the burger menu to get access to the facilities,
machines, retail operator and unit and aggregated level unique identifiers orders screen.

e Economic operator can view all the notifications here.
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C A Notsecure | brfech ~ft OO v @ ¢
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Dashboard

g <._— You can edit your profile from here

Economic Operator can EDIT his profile from the top left corner.

Clicking on this will open the editable screen of Economic Operator information.

Dashboarc 5e A e

Add Retail Operator
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All the retail operators registered by the logged in user will be shown in the form of list. If there are

no retail operators registered by primary economic operator, then there will be ADD RETAIL
OPERATOR button shown.

€« C AN P 1o MiOgix COM. B3 " = -t @O T @ uug :
VO
s

$

F3

5

S ;’?Jlm)

B Facistios

e

@ w

LR
"
« C AW

= @ wmenn worGnEe % O

Home > Retail Operators Q

Fill up the form to create retail operator registration request. Clicking on DONE will send the
request to ID Issuer.
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Confirmation email will be sent to retail operator which will contain his EOID and EO CODE.

« wyopmaiLcom * @O T A e

Y O PDAlL Home = Denate  Plgm T T |

|SPAMIATRAD
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EO_ID | LEGRIEGR 18943,

o EO_COOE - S870F%101C78F ADOB24BAFCAF 460

ATRAD

Arvnd io

ATRAD
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[SPAMIATRAD

ATRAD
ATRAD
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Retail operators Search

- C A TecOGix COm - o 06 e Tesst @

@a)

| « > Retail Operators °

ucriGR178220 B O

==

Retail operators registered under you as an EO can be edited and deactivated by clicking on
context menu on the listing screen.
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Home > Retail Operators °

LEGRIEGR185437
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€ 3 O AT | B oo e part e comRA BT R AT T B = ¢ @O T A i@ :
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Home > Retall Operators > Edit

addressddd GR-G

Retall Operator

Do you have VAT Numbar?
® » O

1234547854561

Facility’s Registration Request

Add Facility

All the facilities registered by the logged in EO (manufacturing facilities) or other retail operators
(distribution facilities) and will be shown in the form of list. If no facilities have been added yet,
then the screen will look like this.
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4 B eonmrigd LEGRIEGR17822 o )
> Facliities o H

Fill up the form to create facility registration request. Clicking on DONE will send the request to ID
Issuer.

e * A

- @ a -
= EGRIEGR1782; 6
New
©

And will take you to the listing screen of facilities registered by you or registered by other retail
operators that were registered on behalf of you.

Facilities listing
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Facility’s correction of information and deactivation

Facilities that are registered under you or under other retail operators registered on your behalf
can be edited and deactivated by clicking on context menu on the listing screen.

i porte futtes = e -~ 0 Q@ vE i
tname ucricze 6 i
»c Facitity Econamic Operator
Y v Y v ¥
onscrm— S S - . ;
® |

B Oeacvame |
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€ < C A Notseure | BtechiogcomB%0/gs-suthuntic portl® folives ASGRIFCY 17822000683 /vt

-t Q@ " E i
= @ st fname ucricirezo . B O

Home > Facilities > Edit

S

fname -

Faddress123 CY-Cypna -
Stand stone warehouse v

Does this fackity has tax warshouse status®

Q Yes @ o

oy R

You can choose to edit or deactivate the facility here.

L A @ sukugicadtachtescw A G Authentin DISSUE_ sk A

5 C A Notsecure | Brtachiogiucom8eo/qs-suthwntix portals faclives

-t Q@ v A i :

De-Activate Facility

Are you sure you want t Ce-activate this faciity?

-

® pocamstupes @ sukplcodfaciitescy A @8 Authentin iDISSUE x4
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Facilities bulk upload

B o0l - Iran % Authers Saiskzter % ) SwaggerUl x| [ Meharmid Hagsan | ¢ % | T3 (501) - = @ x| - x| X =@ x| + - o x
€ 5 @ A Moseaure | - @@ e @
= rrp—_— o)
= . trame o uckiecRimezo . €
Home > Faciliies o
A BulkUplosd
Facility Facility Address Country Economic Operator Machines b
B3 Retal Operator's Facllities
T T T T T
Ee— — R mae ‘ ;

W oo - Inkae ® B Autheess Seiskzater % () Seaggerll x | [ Mcharmad Hagsan | % | 7 (509 - = @ =| M x| X =@ x| + - B %
€ 3 @ A Notsemur | - @@ e @

Facllity Bulk Upload
Download sample

Chooss FE hia fila chaosen

X CLOSE
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W yoSoai - lton X @ ActhercSwiskate: X @ Seaggerdl % | B Mehammad Hassan | X | 7 (501~ * @ x| M x| %X A x| @ b x| + - o X
€ 9 C A Notsecure | Brtechiog:

3-authents portae fachbes “r OO @ @ :

Facliity Bulk Upload

Downlnad sample

Choose File | Buic upload faciities (ZLcsv

Facility Type Facility Acdress
Faclltyhddressd
FacllityAddress3
FacityAddress3
Faciidydddrensd

Facipacdrand

0 puk splosd fagiiti. cs

Machine’s Registration Request

Add machine

All the machines registered by the logged in EO (primary EO) will be shown in the form of list. If no
machines have been added yet, then the screen will look like this.

€ 5 C A Norsars /g ausenty 7 = ~t @O T E g
= &)

= e snnizara tname ucriecr1zazo . & O
Home > Machines o

® pocamsetipaw A @ pukcgicadtacktescy A 05 Acthery DSSUE g A Showall X

Fill up the form to create machine registration request. Clicking on DONE will send the request to
ID Issuer.
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A Mot secure | I techiogtecomAITKIGE. auhenty-portal/P/machines

@ pukigloadtacktescsy & 05 Achers DSSUE s ~

-t @@ T E heng

And will take you to the listing screen of machines registered by you

Machines listing

€3

C A Notzecurs | Mtechiogiicom AITKIGE AU portal/® machines

S

-t @@ T @ e

Home > Machines
i

Machine Produces Facility ID

Protusraas

LEGRIFCY1 78220434208 2861

00 pulk cpload taciktiescoy

00 Acthenty DSSUE_ s A

ucricc1zezo . O

12365094

Filters

Machines can be filtered out.
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Machine’s correction of information and deactivation

Machines that are successfully registered by you can be edited and deactivated by clicking on
context menu on listing screen.

€ > C A& vorsecurs -t @O v A feng :
= boxcersmesonnany mame 10 uGRIEGRI7E20 & O

m»uwmo

Machine Producer Facility ID Model Soclal 0 Capacity Action

Machines bulk upload

[ R PO - [T N RS - —} % | B8 Meharmad Haman | & % | 21 0T ® B Oui Rt % | M Seerch rels - x| X i Sl % | D HomTaCutipitandC x | + - oA
€ 5 @ A Motsecurs | lntechiogiceom0090/ga-zuthentis partal#/machines = @@ T @
= ARSI AMORFATIA .

= S Ao frame sl LEchiecRiezze £t €Y
Home > Machines o b
Machine Producer Facility 1D Haodel Serial Capacity ‘ A BulkUslosd

T T T T T
e 434
aine LEGRIRCY A0 34200 F1t 12065080 200
o 2o
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W YoPrail -l X @ AutwesSeiiute x @ Swaggedl % | B Meharmad Hamsan | % | 7 (501 * @ x| ™ x| % EAN ] x| + - o X

€ 9 C A& Notsecure | Ahantar por - - OO "a @

CNO0SE il bulk uplosd machvnes.cov
Facility ID Machine Producer Usload Statin
fimadhy o
LEGRIFCY178220434204 >
Updosd
LEGRIFCY178220434204
LEGRIFCY178220434204

LEGRIFCV178320434204

LEGRIFCY178220434204 NM1231

o

0 puk splosd fagiiti. ooy Showall X

W Yot - letar X @ AutwsSeikuie x @ Seagoudl B Meharmmad Hassan |+ % | 77 01 * @ x| M x| @ x|+ - o x
€ 9 C A& Worsecure | nenta por ot OO "@e @

| Choose File | bulk uplosd machines.csv

Facility 1D Machine Producer Upload Status

LEGRIFCY178220434204 UnityMachines. . Uphoodud

LEGRIFCY Uploaded
LEGRIFCY176220434204 Uploaded
LEGRIFCY178220434204 st Uphoadect

LEGRIFCY178320434208 Uphzastee!

0 puk splosd fagiiti. oo Showal X

You can still edit or deactivate the machines add by bulk upload from the listing.
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il FOP ] - Inizen % ¥ Autheris Seriskzation X () Swegger Ul % | B Moharmmad Hanan |2 % | E] [501] - remeenghaics: X B Chari Basit wera Rt % | M h rewh x| % i Serlinaion. % | D How ToCutSpithed © % | + - o x
& & @ & Motsecurs | InbechiogiccomeB080/qa-aushentis partale/machines =i @@ e @
= H ) CAAHM SHMOKPATIA Ein
— @mmummg_ fame  co-o LeckiecRimzzo £t €Y
Home > Machines °
Machine Producer Facility ID Madel Serial # Capacity Actions
T T T T T

st

LEGRIFCY /U204 34200 tost s 12

W
# Em

preduce1 24l

LEGRIFCY17H220434204 Model 1234 1231567890 124 {D

W peaowa

Frouses

LEGRIFCYITE220434204 Model 12345678 n
Harmare

LECAIFCYITE220434204 HMTED 4354 450

| FGRIFCYITAIZ0434508 [ 45758 ana
Harmara

LEGRIFCYI 7220434504 NMLZIL 4zs7E =0

Product Management Module
Add Product

User can add product by clicking in Add Product button.

€ -+ C A Notsecws | thetechiogiscom8090/gs suthentis- ortals products -~ ¢ e va $0

frama ucicriz . O

Home > Products °

® poamstpon ~ | @ sukuplsdtacitiescy A | @Y Autheot IDSSUE s A Shewal X

Fill in the required fields and click on DONE.
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€ -+ C A Notsecws | thetechiogiscomS090/a authentis portal jproducts

~: @0evm @0

Add Product
wmv; tobaczo
120454785654 "‘7,

12659-87- d.;uz

21

Q8 sutuplad acltiescw A | @Y Authects DSSUE st A

User will land on listing screen.

« C A Notseass | intschiogincom 8090/qs Suthunts-portal @ products = S e -~ ¢ @@ vm @0
= @ e <o rama Gz 3 O

Home > Products °

Prochuct o™ Product \dentilfer Product Karme Vet Combired Nomendature

) 123456 78965412

Product Trow
126598745432

name 23 H

® poamsetupen ~ | G sultuplosd taclSescsv A

@ autheotx DSSUE st ~

Edit or deactivate product
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€ = C A Notseass | thetschiogiccom880/qa suthentis-portal/products e —— s e -~ ¢ @@ ~a ¢0
= oz s g frame ucricrizn 3 O
Home > Products °
Product i GTIN Product Identiifer Product Kems Weight Combined Nomendlature Product Trow
a8 123456 78965412 126558745432 rame 23 s
‘ . v Ieﬁl
B Dewe

Order Management Module
Place unit packet unique identifier order

All the orders placed by the logged in EO (primary EO) will be shown in the form of list. If no order
has been placed yet, then the screen will look like this.

= remp—— hirr ;
= @hmm‘_%m“* Enprors | koo LeGRIEGROIZMs | XX L @)

Unlt Level Orders

8

There are no orders placed yet. Add orders by clicking the button below!

Fill in the order request form and clicks on DONE. The request will be received by ID Issuer and
the order will be added to the list of orders on order listing screen.

Only the products that were added by your account will be shown in the dropdown. If the product
you want to order unit packet identifiers for is not shown in the product dropdown, then it can be
added from here by clicking on ADD PRODUCT.
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Newly created product will be shown in the dropdown and EO can click on DONE button after
filling in all the required information.

s 558
Add New Order °
@ ooccrs
Fill in the required information as shown below.
- Cc A o [} a v
EGRIEGR17822 s 6
I Newv

Clicking on done button will take the economic operator to list of all the placed unit level unique
identifier orders.

Orders listing
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. TR tamemon anmseratia LEGREGR1782
| > Unit Level Orders ° & N Oviher Aot Sasczmaidly

Filters

Orders can be filtered out.

Recall

If the order has not been approved yet, then it can be recalled by clicking on context menu within
24 hours of placing the order. The orders that have been recalled will be shown with “recalled”
status and their recall code under the status.

System will prompt by showing this confirmation screen, that’s asks to fill the following required
fields in order to recall the order.
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€ 5 C A Notsecure | INAKNOGRCOMSEINYGa-authenttia GOl At leved orifers - Qe *m @0

= veredvomcrrod frame uckiEGRIZeZ 3 6

Order i Economic Operator FaceryiD Machine I Product Detatts Retall Country Date & Time Fee Priarity Statun

e [ o May 6,2009 28S
LEGRIFOYY; LE 82202741 oy 2 Noemai E— H
: 110z

® sdcamsetpee A B pukiplosdtaciitescy A O Atheotin OrSSUEabx A Sowak X

- % @ex=m @0

Recall Request

LEGRIEGR178220

Download Codes

If order has been approved / completed and confirmation email has been received by the EO
about the generation of codes, then codes can be pulled by the EO by clicking on download codes
from context menu.

Place aggregated unique identifier order

All the orders placed by the logged in EO (primary EO) will be shown in the form of list. If there are
no orders placed yet, then the screen will look like this.
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€ = C A Notsscure | ihetochiogecomBUi/ s suthentis portal/é /aggrogated. kevelorders - = «“ % @@ ~m $0°

= s saniri fname uchicri7ezo 6

lome > Aggregated Level Orders ‘

q L

® bocamsctupans A O sukeplosdfachitescn & Q8 AsthentOsSUE dx A Shewat X

Fills in the order request form and clicks on DONE. The request will be received by ID Issuer and
the order will be added to the list of orders on order listing screen.

€ = C A Notsscurs | ihtochiogucom 830/ qs suthentn. portat/é/aggregated. lovel. ordurs - = e ~ % O@*m $0°

@ sukepioadfockitesc ~ @8 ActhentOSSUE o A

The newly created order added to the list will look like this.

Orders listing
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» Aggregated Level Orders °

Filters

Orders can be filtered out.

Recall

If the order has not been approved yet, then it can be recalled by clicking on context menu within
24 hours of placing the order.

System will prompt by showing this confirmation screen, that’s asks to fill the following required
fields in order to recall the order.

« Cc A

> Aggregated Level Orders °
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Download Codes

If order has been approved and confirmation email has been received by the EO about the
generation of codes, then codes can be pulled by the EO by clicking on download codes from
context menu.

User Management Module
Add User

-~ @@ ~m $°

User can click on add user button.
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» Manage Users 0

aEe e300

In order to create a user, his full name and email id must be entered.

€ > C A ~* @0@ev-m @

2 T3} e s ucniecRazo & €

An email will be sent on that email address.
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LR R Ty pe— —— * OO rm @«
Y O PbdAlL Home  Danste  Plugin O e 1

o (atae s anel sias?

P r— Y T———

@ euthenton deymad com ‘ - — l

r‘um:wv(wu-niulnm

- yoF r D@ @ @ ¢
YDPMAIL Homs  Donsts  Plugin [ p—— T

doom (uae 2 anl sas?

Inbox - -
et 4 Do £X e

From: authertix.dev Sgmall com
Date: 2019.05-06 12-10

PRI s——v——3

£ authenton devymad com

Clicking on that link will take this newly created user to create new password screen.
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Authenti:

& btocametupese [ - ]

This user can now successfully log into the system.

C A Notwiurs | Ihede ~* e e @
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Edit User

€ 3 C A Notamwe | i e % @@ ra @0
= @vw—:mnn:u fiiname 00 LEGRIEGRI7820 . 3 )

Hnmu)MmageUsus°

Tiest Nasrw Lant Narsa Trmadt [30] Statis Actions

firstname. lastrome frstnameM1@ycpmallcom LEGR1EGR176220 Inactive H

o @

EO can activate or deactivate the user from his account. An inactive user can no longer access the

system.

€ 3 C A Naumine | i st o = = % @Ora @0
= @"““““"":‘ fistname 700 LEGRIEGR178220 . §3 @)

Home > Manage Users > Edit

firstname Eastname Restname 1 @yopesail com
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Generate API Credentials

€ 5 C A Notseone | IvaechiogiecomEaias suthenia-portae aporegised Jes-onder ~r @ee*a 90
= e ot l uruGRoIz 3 O

i e [s |

Order id Economir Operator Facmey 1D Date & Time Fee Priecty Stany
501 " May 6,2019 %
LEGRIFCYD31207232804 e Neemal

& pocomsenpen ~ 80 skuplosdtaciescw A | B Authesin DSSUE st A Showst | X

€ 5 C A Notieose | INIECIOgIXCOmMEET0rH - suthen s DOrAVE ggregsted el crden -~ o @6 ~a @0

00 goluplosd tacksesew & | B Authersis DSSUE Lt A

The following screen will be shown upon the click. User can copy the information to the clipboard.
This information now can be used by the back end API users.
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User Account Creation

Step 1: Login into GSIS Application

1. The EO user logs into the GSIS app using its credentials in GSIS LDAP. GSIS app loads
from LDAP/customs/tax registry the following information.

a. Greek VAT number (AFM) or EORI number respectively
b. Surname, Name, Fathers Name for individuals

c. Company appellation for non-individuals

d. Address

e. E-mail

2. GSIS app consumes an API call to the ID Issuer application app passing all the above
information and requesting the creation of a user in the ID Issuer application.

3. The ID Issuer app creates the user. The ID Issuer app will use email address as user-id of
the Economic Operator.

4. The ID Issuer app sends back responses response to GSIS app, the response includes
user-id (email address) and status flag indicating if the user was successfully created in the
ID Issuer app.
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User Profile Information

Authentix

™

e

Authentix
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Y O PD4aAIL Home  Donate

* @O v m - @
C R El B ]

CH frovmamas o Chach fox st

inbox Tomib | | Wie || gFarwerd | % View x

Srerr———

1 wmthemix devgmail com

Awrad jo

ATRAD

ATRAD
Asrad io
Awrad io

(SPAMIAL 2
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YDPMAlL Home  Donats  Plugin - B e W RIS

X srvamos P Chock o e mate
Inbox
e —

S Wre L gFanmend | B View L X

| Confirm your email
From: ail.com

| Date:

L) smthemix devtgmail o

Awrad jo
ATRAD
ATRAD
Asrad o
Asrad o

[SPAMIArad

Step 2: Reset Password

1. The ID Issuer app sends an activation link to the user’s email address.
2. The user clicks the activation link to activate its account.

3. The ID Issuer app asks user to choose a new password for its account in the ID Issuer app.

C A Netsecure | Butechioginco -~ % @@ T @ il

- =

E® a3y O
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C a

Step 3: Log into ID Issuer application using new password

The user logs into the ID Issuer app.
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C AN

User will land on dashboard on the click of proceed button.

Product Management Module

User can add product by clicking in Add Product button.

« y B

-~ ¢ @ L
= (G2 wommen samonrara ucriecizezo. R 6
> Products °
|
)

Fill in the required fields and click on DONE.
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€ -+ C A Notsecws | thetechiogiscomS090/a authentis portal jproducts

~: @0evm @0

Add Product
wmv; tobaczo
120454785654 "‘7,

12659-87- d.;uz

21

Q8 sutuplad acltiescw A | @Y Authects DSSUE st A

User will land on listing screen.

« C A Notseass | intschiogincom 8090/qs Suthunts-portal @ products = S e -~ ¢ @@ vm @0
= @ e <o rama Gz 3 O

Home > Products °

Prochuct o™ Product \dentilfer Product Karme Vet Combired Nomendlatur

) 123456 78965412

. Product Trow
126598745432

name 23 H

Sultupload fackSescsv A | @ Autheotex DSSUE st

Edit or deactivate the product
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€ = C A Notseass | thetschiogiccom880/qa suthentis-portal/products e —— s e -~ ¢ @@ ~a ¢0
= oz s g frame ucricrizn 3 O
Home > Products °
Product i GTIN Product Identiifer Product Kems Weight Combined Nomendlature Product Trow
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Order Management Module
Place unit packet unique identifier order

All the orders placed by the logged in EO (primary EO) will be shown in the form of list. If no order
has been placed yet, then the screen will look like this.

= remp—— hirr ;
= @hmm‘_%m“* Enprors | koo LeGRIEGROIZMs | XX L @)

Unlt Level Orders

8

There are no orders placed yet. Add orders by clicking the button below!

Fill in the order request form and clicks on DONE. The request will be received by ID Issuer and
the order will be added to the list of orders on order listing screen.

Only the products that were added by your account will be shown in the dropdown. If the product
you want to order unit packet identifiers for is not shown in the product dropdown, then it can be
added from here by clicking on ADD PRODUCT.
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Newly created product will be shown in the dropdown and EO can click on DONE button after
filling in all the required information.

Add New Order °

20 0
@ ooccrs
Fill in the required information as shown below.
- Cc A o [} a v
EGRIEGR17822 s 6
| New

Clicking on done button will take the economic operator to list of all the placed unit level unique
identifier orders.
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Orders listing

€« c & 9 - @@ *m @

. TP LEGRIEGR1782
| > Unit Level Orders ° @ N Ovrler Adcbed Sasczmaniidly

Filters
Orders can be filtered out.

Recall

If the order has not been approved yet, then it can be recalled by clicking on context menu within
24 hours of placing the order. The orders that have been recalled will be shown with “recalled”
status and their recall code under the status.

System will prompt by showing this confirmation screen, that’s asks to fill the following required
fields in order to recall the order.
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€ 5 C A Notsecure | INAKNOGRCOMSEIHGa authentiia porali st leved orifers - Qe *m @0
= ey smsocrats tname uckiEGRIZeZ 3 6

Order \d Economic Operator Faowry D Machine ID Product Detaihy Retail Country Date & Time Fee Priarity Status
 ; 2 4 Y T Y T T v Y v
ase [ P May 6,2019 28S

LEGRIFOYY; LE 82202741, [ Noemai E—— H

O t1aram

® sdcamsetpee A B pukiplosdtaciitescy A O Atheotin OrSSUEabx A

- % @ex=m @0

Recall Request
LEGRIEGR178220

Reator

X CANCEL | SrBeNs

Download Codes

If order has been approved / completed and confirmation email has been received by the EO
about the generation of codes, then codes can be pulled by the EO by clicking on download codes
from context menu.
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User Management Module
Add User

« C A Notse OMB090/qa- autturdix. por /e dashtoand -~ @@ ~> @0

« C & Notsecurs | Buiachiogoccom:2090/as-au Lot mansge-use ~* @@e~m @O

....... uchicrizazo & O

Home » Manage Users o

In order to create a user, his full name and email id must be entered.
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€« cC a o tochiogeco . -" @@ vm @

= T3 e sumansara ucricrizaze & 6

An email will be sent on that email address.

C - r @ @e - &a @
Y O PDh4AIL Home  Daonste  Plugin O e R

Tma > SPPRNIS
o e bk fon new

1nbox - [T S p—— - X
o

1 authent x devBumed com

g [ ]
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r e ra @

Moms  Donate  Plugin O e IR

L PP,

T P — N T——T2

Confirm your email
From: au mail com

Clicking on that link will take this newly created user to create new password screen.

O A ek vecurs | Weteckd - o Y -~ @era @

This user can now successfully log into the system.
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€ 9 C A Netwiurs | Inrtechiogixcom B a-sahenta-poral ¥ dedboard 4t e -ae $0
- s e frstrame LeGRiEGR178220 53 )
Create a new account ? IR SESTe MY}
USer LOGIN o v hrmasty Save s it
firstnameM: @ycpmali com
.......

Edit User

€ 5 C A Motamine | FrdiHogiccon SR amsuthenis-pe /A raciage- sty == = ~% @@*@a @0
= @==== a0 iR B Q)

firstrame lastrome firstrameM1@yopmallcom LEGR1EGR176220 Inactive

EO can activate or deactivate the user from his account. An inactive user can no longer access the
system.
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€ 2 C A Notamus

W i OGO BB ptverlis-pc el

Home > Managelsers > Edit

Account Status

O Active

% @@ @ 90

ucriEGRI7a220 3 O

festiameht ] @yopeail com

€ 9

Generate API Credentials

C A Notseose | IvtechiogixgomEa907gn-suhe

1grEgted e

= @ AN AR PATA
= @) reens [r—

Facity 1D

Dat

LEGRIFCYD31207232804

e & Time

May 6,2019

" @e~=a 90

ucritGro327 & 6
| & o |

The following screen will pop up. And user can click on Add APl User button.
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€ -+ C A Notsecse | IvIechiogixomSa90¢q suthentia-Dora/# aogngased vt order - v @0 ~a @0

00 gulkuplosd taclesew & | B Authers DSSUE b A

The following screen will be shown upon the click. User can copy the information to the clipboard.
This information now can be used by the back end API users.

ADMIN PORTAL

Admin logs into the system using his login credentials.

Dashboard

€ > C & Notsecurs | inchiogicomii0/qa-authanti- portaladmen. dashboard - @ @& ra @
= AR A0 RRTI

= @ [ir——— csis admin )
Admin Dashboard =%
GSIS Admin L Notifications =

Econcmk Ooerator LEGRAEGRS5 1295 faled to
Z User Recussts regtTer with sRcasdany Teposony
May 23 2089

Comgany Appalation First Mame Emall Status

mohsindentsu so - mahsindentsu.eo@yopmail com Approved

tost - 13may_testd@matinator.com Appraved

434 - Jtest299@mailinator.com Heguestod

34 s ftust21 3@mailinatorzam b

B o tu3t257@mailinatorcom [ a—

Eaal teat139@mailinatercom Requested

Wiisa AlL
$ Fecmomic Operators
Mame Country
ket
joreaprrin -
tast
GR
test cr
B whestppimage.dpeg B0 DRDLORDR.GHF 4 B Bulbugioad bkt Sowal X
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User Requests
Approve or reject user requests

€ > C A Notsecurs | hrtechiogincom8890/93 - authantae portalk s aporovais v 0@ n @
= AR AORPe
= @ Visepycie Qamepside cssasin @)
User Requests
Company Appelation Surrame First Nowwe: Father's Nome Emadl Address Status. tions
Y Y T T T £ f X
catestdd “t9sa@memalicom 42 Approvec
; 195@ropmaileom
ro ! ™ » B cemw 2015 © cazgeme
o --- #192gmopmallcom 43543 Appioved
2052 address Bmay_testagmallinator com 84832489
reaw - #191@yopmallcom ewl Aoproved
iohndsvid e onu o Ormay test2@mailinetor.com 2343 €J072034700 Aoproved
tost test tast Bmay_test1@mallinatorcom Telerooowirp@es 23a054-32- Aoprovert
P 1232dadead Eyopadl com ncadin Approvent
test rasyyeugyopmallcom dasdads Approved
s f f revopmsl.com sl Appraved

:.3456789:0_.-.

Auto—approve user requests
There will be a toggle button for auto-approve on user requests screen. If it is turned off, then

admin will have to approve or reject each request manually. Otherwise there will be no need to
manually accept or reject the request.

Economic Operator Requests
Deactivation of economic operator

Admin can choose to deactivate the EO requests.
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Economic Operator Requests
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o danid
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Bulk spload Faciiticov ~ ==

Reports
Order reports

& —» © A Notsecure | Inntechlogixcom:B830/qa-authentix-pertal/#/admin-arder > ¥ @0 A @
= RN BB GRPATIA
@ iupcin OuEOpny Gsisaamin | Y

Orders Report

Order Type " - Stert Date~" ] End Date " 8
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€ > C A& Notsecurs | hrtachioghucom8830/q3.aushanta portalk admin.order v @O vtm @
AR ABRTATIA
€9 s @
Orders Report
Ordar 14 [LeR ) Facibty 10 Date & Timm koo Priority Satus
4 Y Y Y T v v
Y May7.2019 a8
- 424 » Normal Completed
544 May 7,2019 5078
LEGRIEGR733862 LEGRIFGR733862011360 Normal Comgisted
® 2270Mm
<58 May7.2019 292945
LEGRIEGR911050 LEGRIFAXF21050745222 X Ursert inProgress
O 16em
57 May 7,2019 60000
PERZI4Z3232432 5234534543534 Normal nProgress
See O 13emm
<56 May7.2019 2005
LECRLEGRASSS67 LEGRIFGRASSS67263295 Normal Compisnod
e 3 12w
555 May7,2019 1
PER2420432432 101234567090 N Norms! Comgleted
3 © maram
53 May7.219 3003
LEGRISGRS29061 LEGRIFGRA29041508555 Urgses Compteted
© 107
552 May7.2019 oo -
8 Buk splond faciiticsy Sl | X

Facilities Reports

e 3 o (e 0 P o @O ETA @
@ e oo Gsisaamin )

Facilities Report

Econamic Operator
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Machines Reports

€ ik Motsecours | hetechiogoocomeBb30/qa-authents. portal®admen.approva IR e AN @ !
x () pe e

G515 Adein
& minggsircom
23 Deshboard

2 UserRecuests

& EconomicOperator Requests

¢ Admin can apply the following filters to see the required results.

“ € & Motssours | hetchiogicomBES0/qa authant. portal admen machin -4 Q@ *@ @
= @ e cusatain | €

Home > Machines Report

Economic Operator Eacibty
moksindentsuso v Facility Address Dentsu EC
512018 B S L
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€ 9 C (i Notcman | Baciachbogiernned130/e-iliatieporioi e wcchi % @O rE @
= $;} AR A0 RRTI s aumin | )
Home > Machines Report
Ecomomic Operator Facibty
mokzindentsuso *  Faclity Address Dantsu EC
Suane n £r14°2019 B

T

User Management Module
Add User

- C A Notsecure | Butochiogeucom:8890/as au portal/ dashbuas -~ @@ ~> @0

User can click on add user button.
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» Manage Users 0

aEe e300

In order to create a user, his full name and email id must be entered.

€ > C A ~* @0@ev-m @

2 T3} e s ucniecRazo & €

An email will be sent on that email address.
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LR R Ty pe— —— * OO rm @«
Y O PbdAlL Home  Danste  Plugin O e 1

o (atae s anel sias?

P r— Y T———

@ euthenton deymad com ‘ - — l

r‘um:wv(wu-niulnm

- yoF r D@ @ @ ¢
YDPMAIL Homs  Donsts  Plugin [ p—— T

doom (uae 2 anl sas?

Inbox - -
et 4 Do £X e

From: authertix.dev Sgmall com
Date: 2019.05-06 12-10

PRI s——v——3

£ authenton devymad com

Clicking on that link will take this newly created user to create new password screen.
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Authenti:

& btocametupese [ - ]

This user can now successfully log into the system.

C A Notwiurs | Ihede ~* e e @
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Edit User

€ 3 C A Notamwe | i e % @@ ra @0
= @vw—:mnn:u fiiname 00 LEGRIEGRI7820 . 3 )

Hnmu)MmageUsus°

Tiest Nasrw Lant Narsa Trmadt [30] Statis Actions

firstname. lastrome frstnameM1@ycpmallcom LEGR1EGR176220 Inactive H

o @

Admin can activate or deactivate the user from his account. An inactive user can no longer access

the system.

€ 3 C A Naumine | i st o = = % @Ora @0
= @"““““"":‘ fistname 700 LEGRIEGR178220 . §3 @)

Home > Manage Users > Edit

firstname Eastname Restname 1 @yopesail com
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Fee Management Module
& > O A Motssoure | o ‘qz-suthenta-portal/’ o @O rA @

% EAAMNIKN AHMEKPATIA
Vimspysio O opnisy

GSIS Adenin
adminggsis.com

[

Y Dashboard

2 User Requests

& Economic Operator Requests
B ordersReport

Bl Facilities Report

&% Manage Users

$ Mlmgefﬁs

B tosout

Admin can enter the fee amount here and click on update button to update it.

& -+ @ A Notsscure | Ihrtechlogixcom:B830/qa-authenti-portal#/fee o % OO r@a @
= RANIKN BB GRPATIA .
= @ ey Ein koA GSIS Admil 2]

Unique |dentifier Fees

£1003

£550

# UPDATE
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